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Secret operatives, clandestine trades: 


the thriving black market for weapons 


Legal arms sales have flagged in recent years, but illegal and semilegal 
traffic has kept weapons flowing steadily to world trouble spots. 


by Michael T. Klare 


N JULY 15, 1985, U.S. Customs Service officials re- 

vealed that a California-based smuggling ring had 
penetrated the navy’s global logistical system and had suc- 
cessfully used navy code numbers to identify and obtain 
sophisticated aircraft parts for diversion to Iran. As much 
as $10 million worth of F-14 parts, including some in short 
supply aboard U.S. aircraft carriers, were shipped to Iran 
before the ring was cracked by customs investigators. This 
disclosure was followed, in late 1985 and early 1986, by 
reports of other major smuggling operations in the United 
States involving the delivery or attempted delivery of so- 
phisticated aircraft, missiles, and electronic gear to Iran, 
Libya, Syria, and South Africa. And coming at the end of 
this chain of revelations was the most shocking disclosure 
of all: the news that U.S. government officials, including 
senior officers of the National Security Council, had estab- 
lished a secret arms pipeline to Iran. 

These disclosures have focused considerable public atten- 
tion on a previously neglected dimension of the international 
arms trade: the multibillion-dollar traffic in black-market 
munitions, spare parts, and military-related technology (in- 
cluding nuclear arms technology). Until recently, little was 
known about this underground trade outside of a small 
group of specialists in the Customs Service and the CIA; 
today, thanks to the Iran-contra arms scandal and other 
recent revelations, it is known that the clandestine traffic 
is a major factor in the global arms business. The available 
information suggests that black-market transactions span 
all known political and ideological boundaries, entail every 
sort of weapon short of the atom bomb, and play a critical 
role in sustaining regional conflicts like those in Central 
America and the Persian Gulf. 

By all accounts, the black-market arms business is boom- 
ing. “The [California F-14 parts case] is just the tip of the 
iceberg,” a Customs Service agent remarked in 1985. “Not 
a week goes by that we don’t get definitive information on 
shipments of this type just in the Los Angeles area alone.”! 
Similar comments have been made by investigators in New 
York, Washington, Miami, London, Paris, and other centers 
of the clandestine trade. “There are arms deals going on 
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here every day,’ a Western intelligence officer observed in 
London. “The arms dealers are here, the brokers are here, 
and the money is here.”? No one wants to put a dollar value 
on all of this covert trafficking, but estimates of $5-10 bil- 
lion per year do not seem excessive. 

The surge in black-market sales contrasts sharply with 
the legal trade in weapons. According to the U.S. Arms 
Control and Disarmament Agency (ACDA), worldwide 
sales of military equipment, most of which is transferred 
through official government channels, declined from a high 
of $42 billion in 1982 to $27 billion in 1985 as measured 
in constant 1983 dollars. This downturn is attributed to 
the adverse economic climate of the mid-1980s as well as 
to the saturation of Third World arsenals with high- 
tech equipment purchased in the late 1970s and early 
1980s. [See December 1987 Bulletin.] These condi- 
tions do not, however, appear to have had 
much impact on the black-market traffic, 
which depends largely on sales to the so- 
called pariah nations—notably Chile, Iran, 
Iraq, Libya, North Korea, South Africa, and Syria—and 
to terrorist and underground organizations. 


Because RELIABLE figures on black-market sales are 
hard to come by, and because most covert deals never come 
to light, it is useful to examine some of 
the exposed cases to better appreciate the 
extraordinary scope of this traffic. To cite 
just a few of the major transactions that have 
been disclosed in recent years: 

¢ Between 1983 and 1985, two Califor- 
nia businessmen and a West German accom- 
plice successfully shipped 87 Hughes heli- 
copters to North Korea in what U.S. Commerce Depart- 
ment officials described as “probably the largest illegal 
diversion of U.S.-manufactured aircraft known.” The air- 
craft, civilian versions of the 500-MD military helicopter 
in service with U.S. and South Korean forces, are worth 
a total of over $80 million. 

© In the early 1980s, the West German arms firm Rhein- 
metall shipped the basic components of an entire ammuni- 
tion production plant to South Africa in violation of the 
United Nations embargo on arms transfers to that country. 
Rheinmetall, according to the April 1986 National De- 
fense, has also been charged with illegal sales of antiair- 
craft guns and other automatic weapons to the former 
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military government of Argentina. 

e Between 1980 and 1982, California businessman Rich- 
ard K. Smyth smuggled some 800 krytons— extremely so- 
phisticated electrical switches that are used as triggering 
devices in nuclear arms—to Israeli government officials. 
Israel has since claimed that it used the krytons solely to 
develop conventional arms, but some analysts believe that 
the devices could have been incorporated into the nuclear 
weapons that Israel is suspected of having produced. 

@ Inthe mid-1980s, the Nobel Kemi division of Sweden's 
Nobel Industries shipped an estimated 400 tons of military 
explosives to Iran in violation of the Swedish export regula- 
tions banning the sale of arms and ammunition to countries 
in conflict-prone areas. Nobel Kemi was not alone in sup- 
plying Iran with gunpowder: European investigators quoted 
in the September 21, 1987, Washington Post said the Swedish 
deliveries were complemented by equally large shipments 
of explosives from firms in Belgium, Finland, France, Hol- 
land, Italy, and Scotland. 

© In 1985 two active-duty U.S. Army Green Berets were 
accused of trying to sell stolen weapons and explosives to 
South American drug dealers. The soldiers sought to por- 
tray themselves as altruistic middlemen in a CIA scheme 
to arm the U.S.-backed contras, according to the July 23 
Philadelphia Inquirer, but government prosecutor Linnea 
Johnson declared: “These two men are nothing more than 
profiteers, black-market profiteers.” 

These cases represent the broad spectrum of actors, meth- 

ods, and outlets that constitute the black market 
in arms. The spectrum begins with small-scale 
operators who deal in light arms, electronic sys- 


tems, and other easily concealed items and extends to major 
companies that sell large quantities of sophisticated weap- 
ons to Iran, Iraq, and other nations. Not so visible, but 
equally significant, are the various brokers, financiers, mid- 
dlemen, and fixers who specialize in clandestine arms trans- 
actions— people like Manucher Ghorbanifar, Adnan Kha- 
shoggi, Yaacov Nimrodi, and the other intermediaries who 
figured prominently in the Iran-contra affair. 

These cases also reveal the astonishing array of weapons 
and supplies that can be purchased on the black market. 
While many of the illegal arms transactions intercepted al- 
most daily by government authorities involve the export of 
small quantities of pistols, rifles, and other light weapons, 
there have been many recent cases involving the shipment 
or attempted shipment of sophisticated aircraft, helicopters, 
missiles, radar and communications systems, military com- 
puters, and technology or plans for the manufacture of con- 
ventional and nuclear weapons. 

A Justice Department list, “Significant Export Control 
Cases, January 1, 1981 to November 1, 1987; recently 
obtained through the Freedom of Information Act, cites 
among other cases a conspiracy to export a large quantity 
of TOW missiles and Cobra military helicopters through 
Spain to Iran; a conspiracy to export seven Bell military 
helicopters and spare parts through the United Arab Emi- 
rates to Iran; a conspiracy to export navigational gyroscopes, 
TOW missiles, and C-130 aircraft to Syria and Libya; a con- 
spiracy to export to Saudi Arabia and Iraq a stolen U.S. 
Air Force design package for the manufacture of advanced 
cluster munitions systems; and an attempt to procure and 
export to Pakistan metals controlled for nuclear nonproli- 
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feration purposes. A similar array of weapons and techno- 
logy has figured in black-market cases that have come to 
light in Western Europe, Eastern Europe, and the Far East. 
[See June 1987 Bulletin.] 

From these disclosures and other available data, we now 
know that the black-market traffic is a significant factor 
in the worldwide trade in arms, ammunition, and military 
equipment, rivaling in many respects the legal commerce 
in such hardware. Not only does the clandestine traffic ac- 
count for as much as one-third of the dollar value of all 
international arms transfers, but it also plays an important 
political and military role. 

Perhaps the most dramatic evidence of the black market’s 
prominence is the seven-year-old Persian Gulf war, which 
is largely sustained by clandestine arms shipment. Similarly, 
in Central America and Southern Africa, other major re- 
gional conflicts are sustained to a considerable degree by 
black-market transfers. In Afghanistan we see the dramatic 
results achieved by the introduction, via the black market, 
of shoulder-fired surface-to-air missiles. The imprint of 
black-market trafficking is also evident in the spread of 
nuclear weapons technology to aspiring Third World nu- 
clear powers, particularly Israel, Pakistan, and South Africa. 
And for political impact, little compares with the fallout 
from the Iran-contra affair. 

Despite the obvious significance of these transactions, lit- 
tle information or analysis on the black-market arms trade 
exists in the academic and professional literature. No doubt 
the CIA and other intelligence agencies compile data on 
this subject as they do on so many others, but none of the 
basic public sources on the arms trade—ACDA’s World 
Military Expenditures and Arms Transfers, the annual stat- 
istics published by the Congressional Research Service of 
the Library of Congress, or the SIPRI (Stockholm Interna- 
tional Peace Research Institute) yearbook— provide infor- 
mation on black-market sales. 

To appreciate the scope, character, and impact of the il- 
legal arms traffic, therefore, one must begin virtually from 
scratch, building an analysis of the trade through examining 
those transactions that for whatever reason have been inter- 
cepted by government officials or have otherwise come to 
public attention. These cases probably represent only a 
small fraction of all black-market transactions. Narcotics 
officials, for example, readily admit that they intercept only 
about one-tenth of the illegal drugs entering the United 
States, and it is not unreasonable to assume that customs 
officials are about as effective in blocking the illegal arms 
leaving the country. Most of the publicly known cases, more- 
over, involve smuggling from the United States and Western 
Europe, and thus preclude extensive analysis of illegal arms 
traffic in other areas such as Eastern Europe and the Far 
East where there is reason to suspect a high level of black- 
market activity. 


BLAcK-MARKET SALES encompass arms transfers 
that are knowingly conducted in violation of established law 


and procedure, and that entail a high risk of apprehension 
and punishment for those caught engaging in such tran- 
sactions. Black-market transfers, by definition, are con- 
ducted in secret and usually involve weapons that have been 
stolen or improperly obtained from government arsenals 
or legitimate dealers. 

Government documents point to the existence of a sub- 
stantial black market in the United States. According to the 
Justice Department’s “Significant Export Control Cases? 502 
individuals and companies were cited from 1981 through 
1987 in 156 separate cases arising out of violations of the 
1976 Arms Export Control Act and related legislation. 
Most of these cases involved private individuals and/or 
small companies that sold or attempted to sell weapons and 
parts to pariah countries, notably Chile, Iran, Libya, and 
South Africa. The document also cites a number of indi- 
viduals who smuggled computers and electronic gear to the 
Soviet Union, China, or North Korea. 

Black-market sales of this kind generally consist of small 
arms, spare parts, and electronic systems that can be con- 
cealed in regular freight containers and disguised as non- 
military items. Typically, such transfers involve only as much 
hardware as can be conveniently shipped via commercial 
air freight companies or fit in the cargo bay of a light plane. 
Larger shipments are either parceled out in small batches 
that do not attract much attention or exported openly to 
middlemen in Western Europe, who then repackage and 
reroute the equipment, often shipping it via neutral coun- 
tries to the intended recipient. Some of the Hughes heli- 
copters diverted to North Korea, for instance, were first 
shipped by boat to Antwerp then, as reported in the Febru- 
ary 4, 1985, New York Times, trucked overland to Rotter- 
dam and loaded on a boat that was reportedly destined for 
Hong Kong but sailed instead to North Korea. 

For the most part, black marketeers of the sort cited in 
the Justice Department document are motivated either by 
pecuniary gain or by idealism or loyalty to another country 
or political entity. The allure of instant wealth does not re- 
quire great elaboration. Like the illicit drug trade, the black- 
market arms business thrives because buyers of illicit arms 
usually have an urgent need for goods they cannot obtain 
legally, and thus they are willing to pay a heavy premium 
for them. In recent years, the principal seeker of black-market 
goods in the United States has been Iran, which desperately 
needs spare parts and ammunition for the billions of dollars 
worth of U.S. equipment purchased by the Shah in the 1970s. 
“The Ayatollah’s war machine is ravenous,” U.S. Customs 
Service Commissioner William Von Raab observed in 1985. 
“It’s not very well fed, but it’s got a tremendous appetite.” 
To satisfy that appetite, Iranian arms-procurement agents 
have paid 10 or 20 times the normal selling price of critical 
spare parts. This is a powerful lure for those who will break 
the law in search of sudden riches. 

The idealists, while not necessarily immune to the lure of 
profit, are primarily motivated by loyalty. Their objective 
in most cases is to obtain weapons, parts, or technology 
from their adopted country and ship these to confederates 
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in their native land or to representatives of their chosen 
creed or ideology. On September 3, 1985, the Los Angeles 
Times noted that many of those who had been arrested 
recently for smuggling arms and spare parts to Iran were 
Iranian-Americans with close ties to their country of birth. 
Also prominent in the idealist category are Irish-Americans 
who attempt to supply arms to the Irish Republican Army 
in Northern Ireland, and Cuban-Americans who provide 
arms to the Nicaraguan contras and to anti-Castro forma- 


tions in Latin America. On May 12, 1985, for example, the 
Boston Globe reported that a shipload of weapons seized 
by Irish security forces in 1984 included weapons stolen 
from the Boston Police Department; the July 22, 1985, 
Washington Times reported similarly that a planeload of 
arms found in Costa Rica and believed intended for the 
contras contained arms and ammunition that were later 
traced to a group of Cuban-Americans in Florida, among 
whom were officers of the Miami police force. 
Black-market operations in Europe follow much the same 
pattern as in the United States: small trading companies 
buy weapons from government stockpiles or other dealers 
and ship them to forbidden destinations via circuitous 
routes, often through neutral countries such as Cyprus and 
Singapore. What is striking about these operations is the 
apparent ease with which they cross international bounda- 


ries and even penetrate Eastern Europe, which reportedly 
harbors a substantial black market of its own. Bulgaria, 
for instance, is believed to be a major transshipment point 
for illicit arms exports to Africa and the Middle East. 


SALES OF MILITARY and military-related goods that 
fall, for one reason or another, between black-market sales 
and open, legitimate transactions compose the “gray mar- 
ket.” Such “grayness” originates in the nature of the item 
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being transferred, or in the character of the transaction, 
or both. 

A product falls into the gray zone when it has both civil- 
ian and military applications, and if it is being shipped to 
a country eligible to receive it for civilian but not military 
use. Computers are a salient case. A computer destined for 
an educational or medical institution in South Africa can 
be legally exported through regular trade channels; the 
same computer, if intended for military use, is barred from 
export. Other examples of gray-area equipment are com- 
munications devices, unarmed cargo planes, air-traffic- 
control radars, and off-road vehicles. A U.S. company that 
ships such equipment through civilian channels to South 
Africa or another embargoed country knowing that it is, 
in fact, intended for military use is engaged in gray-market 
arms trafficking. 
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A gray zone can also be established in the processing of 
arms exports when the government agency responsible for 
the oversight of military sales uses its discretionary powers 
to allow transactions that, strictly speaking, violate a rule or 
prohibition. For instance, the agency could rule that Saudi 
Arabia is eligible for arms transfers although it lies on the 
Persian Gulf and thus technically falls under a ban on ex- 
ports to areas of conflict. Or the agency could rule in favor 
of sales to Chile, even though that would seem to violate 
a ban on exports to countries with a poor human rights 
record. Such flexibility— some would call it malfeasance — 
could be motivated by economic concerns (a desire to gen- 
erate national income and employment through arms sales) 
or ideology (a desire to aid a once-friendly regime that has 
been outlawed by the international community for reasons 
considered illegitimate by the exporting government). 

In practice, it is not uncommon for these two forms of 
grayness to be combined. For example, the government over- 
sight agency might cooperate with a firm seeking to export 
gray-area equipment to an embargoed nation by accepting 
its claim that the products are destined for civilian use even 
though it has reason to believe otherwise. Such collabora- 
tion has become fairly common in recent years as competi- 
tion in the arms business has intensified and the scope of 
international embargoes has expanded. 


A CLASSIC CASE OF GRAY-market trafficking in- 
volves U.S. military transfers to South Africa subsequent 
to the 1963 adoption of a United Nations ban on weapons 
sales to that country. The original U.N. declaration, con- 
tained in Security Council Resolution 181, called on member 
states to “cease forthwith the sale and shipment of arms, 
ammunition of all types, and military vehicles to South 
Africa.” This language clearly banned the transfer of tanks, 
missiles, and other basic combat systems. As interpreted 
by U.S. authorities, however, it created something of a gray 
area with respect to helicopters, transport planes, com- 
munications systems, and other “dual-use” items with both 
military and civilian applications. Depending on how one 
interpreted Resolution 181, such gear could be classified as 
“arms” or “military vehicles” and thus barred from export, 
or it could be designated as civilian hardware, and thus ex- 
empted from the embargo. This ambiguity gave U.S. au- 
thorities a certain amount of discretion in deciding whether 
to allow exports of dual-use items to the South African mili- 
tary—a discretion that was employed differently by succes- 
sive U.S. administrations. 

Under Presidents John Kennedy and Lyndon Johnson, 
Resolution 181 was interpreted rather strictly, thereby pre- 
cluding exports of many gray-area items. But during the 
Nixon administration it was interpreted loosely, so as to 
facilitate gray-area transfers to South African military and 
paramilitary forces. Following a study of the problem by 
the National Security Council (encapsulated in National 
Security Study Memorandum 39), Nixon ordered the State 
Department to “enforce [the] arms embargo against South 


Africa but with liberal treatment of equipment which could 
serve either military or civilian purposes.”’ In accordance 
with this decision, the administration approved the sale of 
15 Lockheed L-100 cargo planes, which essentially were a 
civilianized version of the C-130 Hercules military transport, 
as well as other transport aircraft to the South African Air 
Force.® Stricter export regulations were adopted in 1977 by 
Jimmy Carter’s administration, but these were loosened by 
Ronald Reagan, thereby permitting a renewed flow of cer- 
tain dual-use items — particularly computers and communi- 
cations gear—to South Africa. [See March 1986 Bulletin.] 

Selective U.S. interpretation of the embargo on South 
Africa established a pattern that has been followed in other, 
similar cases. When Congress imposed a ban on military 
sales to Chile in 1976, following reports of massive human 
rights violations by Augusto Pinochet’s regime, the Carter 
administration turned a blind eye to several gray-area trans- 
fers of military-related hardware. Washington has also toler- 
ated gray-market trafficking to other embargoed nations 
on occasion, and has permitted—even encouraged —the 
clandestine delivery of arms and ammunition to selected 
insurgent groups in the Third World. The most conspicuous 
example of this is the Iran-contra affair, which entailed deep 
government involvement in illegal sales to both Iran and 
the contras. 

The United States, of course, is not the only major sup- 
plier to engage in gray-market operations. Many other coun- 
tries, especially France, Great Britain, and West Germany, 
have interpreted the U.N. embargo on South Africa in a 
flexible manner, thereby permitting, over time, a substantial 
flow of combat-support equipment and military technology 
to the Pretoria regime. In recent years, Israel has emerged 
as a major supplier to South Africa, providing as much as 
$100 million worth of arms annually until a new, more re- 
strictive policy was adopted in 1987. Israeli and West Ger- 
man companies have also been implicated in the transfer 
of nuclear arms technology to South Africa.’ 


SINCE 1980, THE GREATEST magnet for gray-market 
sales has been the Iran-Iraq war, which has generated bil- 
lions of dollars in new military orders for those firms and 
governments that have been prepared to circumvent “Opera- 
tion Staunch,” the U.S.-sponsored embargo on arms sales 
to the Persian Gulf belligerents. Although most West Euro- 
pean nations have pledged adherence to the embargo, a 
good number have treated their vow with a degree of dis- 
dain. Britain, for instance, has banned the sale of new 
weapons systems to Iran but has allowed transfers of mili- 
tary radars and other combat-support equipment as well 
as ammunition and spare parts for previously delivered 
weapons. Indeed, so lax was British adherence to the em- 
bargo that for seven years the Iranian military maintained 
an arms-procurement office —the Iran Logistics Supply Cen- 
ter—which operated openly in London. The center was 
closed in September 1987 after an Iranian attack on a Brit- 
ish tanker in the Persian Gulf. Equally liberal treatment of 
the embargo has been accorded by the governments of 
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France, Italy, Switzerland, Spain, and Portugal, all of which 
have allowed significant exports of parts, ammunition, and 
combat-support gear to Iran and/or Iraq. 

The Iran-Iraq war has also generated a more extreme 
form of gray-market trafficking in which the government 
involved not only uses its statutory discretion to permit a 
controversial sale, but also unabashedly violates its own 
arms export laws and regulations to serve some foreign 


policy goal. 


In the wake of the Bofors scandal, other European coun- 
tries have been rocked by charges of government complicity 
in illegal sales to the Persian Gulf. In France, for instance, 
a former defense minister and other high-ranking officials 
have been accused of permitting the clandestine sale of some 
450,000 artillery shells to Iran. Commentators in Paris spe- 
culate that the officials approved the deal in order to protect 
jobs in the French arms industry, one of the country’s major 
employers. The artillery sales, which netted an estimated 


Perhaps the clearest case of such trafficking emerged in 
Sweden, where the Bofors Group of Nobel Industries has 
been accused of selling some 800 RBS-70 surface-to-air mis- 
siles to Iran in violation of a statutory ban on the sale of 
munitions to conflict-prone areas. Had this transaction oc- 
curred secretly and without government complicity, it would 
have constituted a black-market operation of significant 
proportions. There is some evidence, however, that Swedish 
officials, including the late Prime Minister Olof Palme, 
knew of and cooperated in the RBS-70 sale, making it a 
gray-market transaction of a particularly murky sort. Inves- 
tigators now speculate that Palme and his associates believed 
such sales were necessary to revive the sagging Swedish arms 
industry, the existence of which is considered a cornerstone 
of Sweden’s armed neutrality.® 
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$120 million, were reportedly made between 1983 and 1986 
by the Luchaire company.? 


BLAcK-MARKET DEALERS rely primarily on govern- 
ment stockpiles and legitimate dealers to obtain weapons 
and equipment for export. In the United States, the largest 
supplies of arms and ammunition are found in military 
warehouses and so, inevitably, these stockpiles are viewed 
as a major source of contraband by would-be smugglers. 
While it is natural for the public to assume that such faci- 
lities are rather difficult to steal from, the evidence suggests 
otherwise. 

In most of the cases that have come to light, dealers have 
obtained government-owned equipment by paying U.S. mili- 
tary employees to steal the desired hardware and carry it 
off base to some rendezvous point. The F-14 parts case 
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cracked by U.S. Customs Service officials in July 1985 is 
a good example of this approach. According to documents 
and testimony, the operation originated in London, where 
an Iranian businessman, Saeid Inanlou, operated a shadow 
arms-procurement office for the Iranian air force. Inanlou 
evidently established contact with a San Diego insurance 
agent, Franklin Agustin, who had close ties with the resi- 
dent Filipino-American community, many of whom worked 
at the navy base there. With funds provided by Inanlou, 
Agustin created a network of navy employees who provided 
him with stolen F-14 parts in return for payoffs of several 
hundred to several thousand dollars. In most cases, the em- 
ployees, mainly warehouse workers with long seniority, 
simply took the parts off the supply shelf and carried them 
home at the end of the day. After receiving the parts, Agus- 
tin labeled them “auto parts” and shipped them to Inanlou’s 
dummy company in London where they were repackaged 
and flown to Teheran. At least 60 packages of F-14 parts 
were sent to Iran in this fashion before Customs Service 
officers cracked the ring. 

Although few cases have been as well documented as this 
one, it is apparent that the same approach has been used 
in other major smuggling operations in the United States 
and at U.S. bases in Europe. Black-market dealers have evi- 
dently been fairly successful in conducting such activities be- 
cause U.S. military arsenals are often managed and guarded 
by poorly paid civilian employees, a certain percentage of 
whom have proved susceptible to subornation. While it is 
difficult to obtain reliable data on arms thefts from Penta- 
gon stockpiles, official testimony suggests that the scale of 
such thievery is enormous. On September 29, 1985, the 
New York Times reported a Defense Department admission 
that at least $1 billion worth of arms and equipment was 
lost or stolen from its warehouses each year; on July 24, 
1986, the Times covered a report by the air force inspector 
general citing “evidence to support the potential existence 
of highly organized theft rings” operating within the air 
force logistics system. Several Pentagon investigators re- 
ported that the supervision at many U.S. arsenals was inex- 
cusably lax and that military storekeepers regularly wrote 
off stolen matériel rather than report it missing—a move 
that would inevitably invite close scrutiny and thus expose 
sloppy management. 


THE OTHER MAJOR SOURCE of illicit arms and 
equipment in the United States is private industry, which in 
many cases will sell military hardware to individual dealers 
if the dealers claim that the items in question have a legiti- 
mate destination. To divert arms to Iran or Libya, for in- 
stance, a dealer need only arrange for an accomplice in West- 
ern Europe to send an order on stationery from a reputable 
firm, and then use that order to purchase the item from its 
U.S. supplier. The supplier, if eager for a sale, may process 
the order without further ado. Because the item is sent ini- 
tially to a NATO country, oversight by the Customs Service 
is relatively perfunctory and it only remains for the accom- 
plice to repackage the item and ship it to its destination. 


An example of this approach is the 1983-85 Hughes heli- 
copter transaction. Ronald and Monte Semler, two Califor- 
nia aircraft dealers, collaborated with Kurt Behrens, a West 
German helicopter salesman, to ship the 87 Hughes heli- 
copters to North Korea. Behrens operated a legitimate trad- 
ing company, Delta-Avia Fluggerate GmbH., which original- 
ly placed the order for the helicopters with Hughes. Satisfied 
that they were dealing with a reputable dealer operating 
in a friendly country, Hughes officials approved the sale 
and subsequently delivered them to representatives of the 
Semlers, who then worked with Behrens to engineer the 
convoluted shipping routes that eventually led to North 
Korea. 

A similar approach was used by several U.S. businessmen 
in 1984 to acquire two Lockheed L-100 transport planes 
for diversion to Libya. In this case, the businessmen told 
Lockheed that they had been contacted by a West German 
firm, Contrust, to obtain the planes for Bolivia. Although 
Lockheed officials indicated that they were suspicious of 
the request, no effort was made to cancel the deal and the 
two aircraft were flown in 1985 to Libya via points in 
Canada, France, and Africa. Many of the transactions that 
have been publicized in recent years have employed this 
method of obtaining arms, and undoubtedly a similar pro- 
cess is used by black-market dealers in Europe. 


Once IN POSSESSION of arms and equipment, black- 
market dealers must arrange for their delivery to foreign 
buyers. The dealers usually smuggle them out of the coun- 
try through clandestine or concealed channels, or ship them 
openly through proper channels but with misleading infor- 
mation about their ultimate destination. 

The simplest but riskiest method is to carry them. A 
number of would-be smugglers have been stopped by cus- 
toms officials at U.S. airports before boarding international 
flights and found to be carrying weapons or critical spare 
parts in their luggage. For instance, the New York Times 
reported on September 28, 1985, that Sung Bong Kim of 
Springfield, Virginia, was arrested by customs investigators 
in Washington, D.C., as he was about to board a plane for 
Japan with an F-5 aircraft gyroscope, wrapped as a present, 
in his baggage. Kim, a naturalized U.S. citizen, was thought 
to be acting on behalf of a South Korean firm with ties to 
Iran. Other smugglers have been apprehended under similar 
circumstances but it is safe to assume that at least some 
have succeeded. 

Larger quantities of arms can be smuggled in concealed 
spaces on private aircraft and ships or, in the case of ship- 
ments to Canada and Mexico, in cars and trucks. These are 
precisely the sorts of spaces used for drug smuggling and 
there is good reason to believe that many of the planes, 
ships, and vehicles that carry illicit narcotics into the United 
States also carry illicit firearms in the opposite direction. 
In 1977 U.S. drug enforcement officials in Texas reported 
that millions of rounds of ammunition were being trans- 
ported across the border to heroin-smuggling rings in Mex- 
ico. The January 24, 1977, New York Times noted that 
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the rings were also receiving automatic rifles, machineguns, 
and rocket launchers stolen from U.S. military bases. There 
have also been widely published reports that some of the 
individuals involved in ferrying arms to the contras have 
smuggled cocaine and other illicit drugs back into the 
United States. 

Another popular way to ship black-market arms out of 
the United States is to put them in regular freight containers, 
label them as “auto parts,” “medical equipment,’ or some 
other nonmilitary designation, and send them by commer- 
cial air freight to an accomplice in Western Europe, Hong 
Kong, Japan, or another friendly country for transshipment 
to the intended destination. This was how Franklin Agustin 
smuggled F-14 aircraft parts to Iran, and it was also the 
method used in many of the other operations cited earlier. 
Larger items can be shipped in a similar manner aboard 
commercial cargo ships as in the case of the helicopters 
diverted to North Korea. 


ENFORCEMENT OF U.S. export regulations is the 
responsibility of the U.S. Customs Service, a division of the 
Treasury Department. Each year customs investigators an- 
nounce the interception of dozens of illegal arms transac- 
tions. The service’s resources are limited, however, and top 
officials readily admit that they block only a fraction of 
the black-market traffic. “It would be completely impossible 
to check routinely into the contents of all export shipments,” 
a customs inspector in Los Angeles observed. “Obviously, 
most of the illegal arms shippers are getting away with it.”!9 
Moreover, customs investigators are charged with such major 
responsibilities as interdicting the flow of illicit narcotics 
into the United States, and these often take precedence over 
illicit arms transfers. Arms smuggling “just isn’t one of our 
priorities,” customs official Roger R. Urbanski acknowledged 
in 1985. And even when customs investigators have made 
progress in penetrating an illegal arms operation, they have 
sometimes been called off the case by the CIA because the 
dealers involved have cooperated with the agency in arming 
the contras or some other U.S.-backed insurgent group. 

The low priority accorded arms smuggling by the Cus- 
toms Service and other U.S. agencies has clearly made it 
easier for black marketeers to smuggle weapons out of the 
United States. In at least two of the cases—the F-14 parts 
case and the Hughes helicopter case—customs officials had 
advance knowledge of the transaction but were too hard 
pressed with other matters to mount an effective investiga- 
tion. In both cases, prompt action would undoubtedly have 
prevented significant diversions of U.S. military hardware. 

Inadequate government oversight is also a factor in the 
use by black marketeers of open, legal export channels to 
transport military equipment to an embargoed country. In 
the United States, this means that the dealer involved would 
apply for an export license from the State Department’s Of- 
fice of Munitions Control (OMC) and provide accurate in- 
formation on all matters except the ultimate destination 
of the items involved. To do this, the dealer must have an 
accomplice in an allowable country who receives the goods 


and ships them to their true destination. As long as the 
original dealer and the foreign consignee represent reputable 
firms, and the shipment involved does not encompass a vast 
array of highly sophisticated systems, OMC will usually 
provide a license with a minimum of delay. 

This method was apparently used by two U.S. gun com- 
panies to ship thousands of firearms and millions of rounds 
of ammunition to South Africa in the 1970s. As reported 
in the October 21, 1976, and the January ii, 1977, editions 
of the Wall Street Journal, the companies involved, Colt In- 
dustries of New York and the Olin Corporation’s Winches- 
ter Group of Stamford, Connecticut, obtained valid OMC 
licenses to send the weapons, usually in small batches, to 
dummy firms in Botswana, Greece, West Germany, the 
Canary Islands, and other transit points. The equipment 
was then rerouted to South Africa. A Colt employee, Walter 
S. Plowman, was ultimately sentenced to one year in prison 
for his role in the affair, and Olin-Winchester was fined 
$550,000 after pleading no contest to government charges 
in the case. 

This method has proved relatively effective in recent years 
because the OMC has had to process an ever-increasing flood 
of license requests with no significant increase in staff. Ac- 
cording to a 1987 General Accounting Office (GAO) report, 
OMC’s workload rose from 40,572 applications in 1983 
to 49,165 in 1986.'! To process these requests in 1986, 
OMC had just seven licensing officers. Assuming, therefore, 
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that these officers worked a 40-hour week and took two 
weeks of vacation, this meant that each license was processed 
in roughly 17 minutes — hardly an adequate amount of time 
to conduct a thorough review of the dealer, the items in 
question, and the intended recipient. The GAO report noted 
that most applications were approved automatically, with no 
attempt to double-check any of the information provided. 

Because of inadequate staffing at OMC, many transac- 
tions of dubious legality were probably approved in recent 
years. The GAO cited a 1987 study by an official of the 
Commerce Department, who determined that Commerce 
had negative information on 27 percent of the foreign con- 
signees in a random sampling of OMC licenses. In one case, 
OMC approved 325 separate licenses for the transfer of 
some $15 million in military gear to a company that had 
been denied export privileges by Commerce for violations 
of the Export Administration Act. Because OMC lacks 
ready access to Commerce Department and Customs Ser- 
vice databanks, and because it does not have the staff or 
time to investigate many dubious applications, the GAO 
said OMC regularly approves license requests that may well 
involve illicit transactions. 


Biack AND GRAY markets are major factors in the 
international arms trade and together constitute a signifi- 
cant source of arms, ammunition, support equipment, and 
military-related technology. Although most of the items 
transferred through clandestine channels fall at the lower 
end of the technology scale, there appears to be a brisk trade 
in guided missiles, aircraft components, and military elec- 
tronics. This underground traffic has grown in recent years 
despite an apparent contraction in the world arms market 
and could continue to grow in the years ahead. 

To some extent, the black and gray markets simply repre- 
sent an extension of the established munitions trade and 
thus can be considered a small part of the larger problem 
of global arms trafficking. Indeed, this has been the attitude 
of policy makers and academic specialists who study these 
matters. But it appears that this is an inadequate assessment 
of the situation. Black- and gray-market trafficking is not 
just part of a larger problem, but also raises some significant 
problems of its own by fueling wars; sustaining regional 
conflicts; arming guerrillas, insurgents, and terrorists; and 
supplying nonnuclear nations with the technology and 
wherewithal to manufacture nuclear weapons. 

This suggests that the clandestine arms traffic is a signifi- 
cant and distinct threat to international security, meriting 
close attention by government officials, arms control ex- 
perts, and law enforcement personnel. Yet the problems as- 
sociated with the underground trade are compounded by 
inadequate attention and oversight. In particular, the inter- 
diction of illicit arms exports from the United States is given 
a relatively low priority by the federal bureaucracy, producing 
little resistance to such transfers. Poor management at the 
Pentagon’s arms stockpiles compounds the problem. 

To make matters worse, the U.S. government has partici- 
pated in illicit arms transactions, thereby further eroding 


the authority of enforcement personnel while leading smug- 
glers to believe that what they are doing is essentially legiti- 
mate. In some cases, federal prosecutors have dropped char- 
ges against dealers engaged in illicit transfers to Iran, in the 
belief that juries would not convict them of activities similar 
to those undertaken by Lt. Col. Oliver North and the Na- 
tional Security Council. 

Furthermore, there seems to be no significant effort by 
any party to stem the flow of illegal arms to terrorists, in- 
surgents, nations at war, or pariah states like Libya and South 
Africa. Such cooperation appears to exist in the nuclear 
technology area but clearly needs strengthening. 

Obviously, new initiatives are sorely needed to curb the 
global traffic in black- and gray-market arms and equip- 
ment. These initiatives must include both domestic and in- 
ternational measures. Internally, the United States needs a 
new policy framework governing the detection, prevention, 
and interdiction of illegal arms transfers. Such a policy must 
start from the proposition that black- and gray-market traf- 
ficking significantly threatens national and international 
security. To diminish this threat, all appropriate federal 
agencies —the Customs Service, OMC, FBI, CIA, Defense 
Department, and Justice Department— should be mandated 
to tighten their oversight and enforcement of existing U.S. 
arms export statutes and should have the resources and 
authority to do so. 

Internationally, the United States should work with other 
nations to develop and implement new mechanisms for 
multilateral action against illegal arms transfers. Such a 
drive can draw on the experience gained in international 
efforts to curb the spread of nuclear weapons technology. 
Given the stated determination of U.S. and Soviet leaders 
to curb the growth of international terrorism, joint action 
on the illegal arms front could figure in future superpower 
agreements. These measures will not stop the flow of illegal 
arms, but concerted action could make it significantly hard- 
er for belligerents, terrorists, and dictators to obtain arms 
and technology on the global black market. 0 
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